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Abstract. Modern coding agents write to disk continuously, across many files, at a rate that breaks the assumptions
underlying editor-local undo stacks and human-paced version-control workflows. Git records deliberate human commits;
coding agents generate bursts of filesystem mutations before a human even decides what should be kept. We present
AgentUndo, a local-first rollback and provenance system for AI coding agents. AgentUndo continuously snapshots
file writes into a content-addressed store, records a session-aware event timeline in SQLite, attributes edits to explicit
sessions and, where integrations are installed, to specific agents, and supports one-command rollback of a recent agent
session or burst. The current prototype is a single Rust binary with filesystem watching, session hooks, a Unix-socket
control API, reversible restore semantics, and line-level blame built by replaying file history. Rather than claiming a
finished evaluation, we position AgentUndo as a concrete prototype and systems substrate: a provenance layer for agent
action that complements, rather than replaces, source control for human intent.

1 Introduction
AI-assisted software development is shifting from “autocom-
plete plus chat” to agents that directly modify repositories,
invoke tools, and execute multi-step coding tasks. Recent
empirical work shows increasing automation in developer
workflows and measurable changes in how software work is
carried out [2, 1]. That shift creates a new systems problem:
the dominant safety and recovery mechanisms in software
development were built around human-paced, intentional
writes.
Git captures deliberate human intent in commits. Editor undo
stacks capture recent in-memory editing actions inside one
application. Neither mechanism is a continuous, cross-editor,
local provenance layer for agent-driven filesystem writes.
When a coding agent edits many files in seconds, the user’s
review and commit loop is no longer the first line of defense;
it becomes an after-the-fact reconstruction task.
This mismatch is structural, not cosmetic. The actor has
changed (agent instead of human typist), the write cadence
has changed (bursty and automated instead of deliberate),
and the recovery target has changed (“undo this session”
rather than “undo my last keystroke”). The consequence is
that modern coding workflows increasingly need a second
substrate next to source control: one that records agent action
rather than human intent.
We present AgentUndo, a local-first system designed around
that substrate. AgentUndo runs per project, snapshots file
writes into a content-addressed object store, records each
change in a SQLite timeline, uses session hooks to attribute
writes to explicit sessions and, where integrations are avail-
able, agent identities, and restores prior states without destroy-
ing the present one. The core recovery path is intentionally
small: the user types au oops, and the system restores the
most recent agent-induced burst of edits.
Accordingly, this paper is best read as a design-and-artifact
paper: it describes a working prototype and its supported
claims, while making explicit which evaluation questions
remain open.
This paper makes three contributions:

1. It argues that AI coding agents introduce a distinct prove-

nance and rollback problem that existing source-control
and editor-local mechanisms do not directly solve.

2. It presents a concrete local-first systems design for cap-
turing, attributing, querying, and reversing agent-driven
filesystem edits.

3. It documents a working open-source prototype artifact and
carefully separates evidence-backed claims from future
evaluation work.

2 Problem Statement
2.1 Why Existing Recovery Layers Are Insufficient
Traditional developer tooling assumes that code is written
by a human working at human speed. In that model, version
control can sample meaningful states discretely, because the
user knows when a boundary is worth committing. The
automation level observed in recent AI-assisted workflows
challenges exactly that assumption [2, 1].
Three mismatches matter most:

• Actor mismatch. The writer is not necessarily the com-
mitter.

• Rate mismatch. A short agent session may generate
dozens or hundreds of writes before a human can review or
checkpoint them.

• Boundary mismatch. Recovery often targets an agent
session or burst, not a single keystroke and not a polished
commit.

As a result, “use git more often” is not a systems answer.
Git remains necessary, but it is optimized for human intent
capture, not for exhaustive logging of every intermediate write.
The same applies to editor-local history: it is application-
specific, not project-wide, and does not naturally answer
questions such as “which agent wrote this line?” or “what
changed across the last attributed agent session?”

2.2 Design Goal
The target is not a replacement for source control. The goal
is a parallel, local-first layer with four properties:

1. Continuous capture: every write observed at the filesys-
tem layer.
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2. Attribution: best-effort or explicit mapping from writes
to agents and sessions.

3. Reversibility: rollback that snapshots the present before
restoring the past.

4. Queryability: log, diff, session, and blame surfaces over
the captured history.

3 System Design
3.1 Overview
AgentUndo is implemented as a single Rust binary with a
per-project state directory, .agent-undo/. The system has
five main parts:

1. a filesystem watcher over the project root,
2. a content-addressed object store keyed by BLAKE3 hashes,
3. a SQLite timeline of events and sessions,
4. an attribution layer combining active-session markers and

process heuristics,
5. a restore engine that treats rollback as a first-class reversible

action.

The high-level storage layout is:

.agent-undo/
|-- objects/
|-- timeline.db
|-- active-session.json
|-- daemon.sock
‘-- config.toml

3.2 Continuous Capture
The fundamental challenge is that filesystem event APIs do
not expose a true “before” image of a write. AgentUndo
resolves this by maintaining a coherent shadow state from
initialization onward. During init, the system walks the
project tree, hashes each file, stores the blob, and records an
initial-scan event. Thereafter, each relevant filesystem
event causes the current file contents to be re-hashed; if the
hash differs from the latest known content for that path, a new
blob and timeline entry are created.
This yields an invariant: the “before” state of an event
is simply the latest tracked state for that path. The watcher
respects .gitignore and .agent-undoignore, skips large
files, and coalesces transient editor save patterns into one
logical change.

3.3 Attribution
Attribution is layered. The strongest path uses an explicit
active-session marker written by agent hooks. In the current
prototype, Claude Code hook JSON arrives on stdin and is
converted into a session row plus an active-session.json
marker. The watcher reads that marker and tags subsequent
events with a concrete agent, session id, tool name, and
confidence.
When no explicit marker exists, the system falls back to
process-level heuristics. This is intentionally weaker but still
useful: rollback works even when attribution is incomplete.
The design principle is that attribution quality should degrade
gracefully without breaking capture or recovery.

3.4 Rollback Semantics
Rollback is not implemented as destructive overwrite. Every
restore first records a pre-restore snapshot of the current
file state, then applies the target state, and finally records an
agent-undo-restore event. This guarantees that “undo
the undo” is always possible.
Session-level restore works by grouping files by session and
restoring each file to its earliest pre-session state. The panic-
path command, au oops, computes the most recent undoable
burst and applies that grouped rollback across the touched
files.

3.5 Line-Level Blame
Rollback is the recovery surface; blame is the provenance sur-
face. The current prototype implements au blame <file>
by replaying a file’s event history chronologically, diffing each
state transition at line granularity, and carrying forward the
most recent attribution for each surviving line. The resolution
is intentionally comparable to git blame: line-level rather
than token-level, but persistent across session boundaries
and independent of commits. It should be understood as ap-
proximate line-level provenance rather than a formally exact
authorship reconstruction.

4 Prototype Status and Evidence
The current open-source artifact is pre-alpha, but it is not
merely a design document. The implemented prototype
provides:

• initialization and initial scanning,
• foreground and daemon watcher modes,
• content-addressed blob storage with zstd compression,
• SQLite-backed event, session, and pin tracking,
• Claude hook-based active-session attribution,
• session start/end control over a Unix socket,
• per-event, per-file, per-session restore paths,
• oops rollback, pin/unpin, diff, show, blame, and TUI

surfaces.

The current claim/evidence status is:

• Supported: continuous local capture of project file
writes. Evidence: initial scan, watcher pipeline, object
store, and event timeline are implemented in the current
Rust artifact.

• Supported: single-command rollback of the most recent
agent burst. Evidence: restore.rs semantics and end-
to-end integration tests for restore and oops flows.

• Supported: explicit session attribution for Claude Code
edits. Evidence: hook parser, session lifecycle, active-
session marker, and integration tests for hook/session be-
havior.

• Supported: per-line agent attribution for a file’s current
state. Evidence: blame.rs replay-based line attribution
and integration tests for blame output.

• Not yet proven: cross-editor high-confidence attribution
in all environments. Evidence today is architectural plus
partial implementation; only some explicit hook paths are
implemented.

• Partially measured: artifact-level latency and storage
footprint. A small local micro-evaluation is included
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Metric Synthetic Repo snapshot

au init 294 ms 565 ms
Write-to-record detection 161 ms 167 ms
au oops –confirm 8.4 ms 12.5 ms
Object store after run 9.7 KiB 480.4 KiB
Timeline DB after run 60.0 KiB 68.0 KiB
Files in workload – 97
Recorded events 87 102

Table 1: Artifact-level micro-evaluation from the local har-
nesses in paper/eval/. Release binary size in both cases:
4.85 MiB.

below, but steady-state CPU overhead and broader workload
behavior remain unmeasured.

• Not yet evaluated: usability gains compared with editor-
local undo. No user study or field deployment data is
included in the current artifact.

The repository currently includes 24 passing integration
tests that exercise the killer path (init→ write → oops),
session lifecycle, restore behavior, blame, pinning, daemon
startup, and coalescing of transient save patterns. That is
useful artifact evidence, but it is not a substitute for systems
evaluation. In particular, the prototype still needs broader
measurements for steady-state CPU overhead and attribution
accuracy under concurrent multi-agent workloads.

4.1 Artifact Snapshot
The current checkout provides a small but concrete artifact
baseline:

• current release binary in this checkout: ~4.8 MB on macOS
arm64,

• current integration test result: 24 passing end-to-end tests,
• current storage/control substrate: BLAKE3 CAS + zstd

blobs + SQLite timeline + Unix-socket session control.

4.2 Micro-Evaluation
To ground the artifact with at least one quantitative snapshot,
we ran a small machine-local micro-evaluation using the
release binary built from this checkout. The harness now
covers two workloads: (1) a synthetic repository used to
exercise grouped edits in a controlled setting, and (2) a repo-
shaped snapshot of the current agent-undo source tree with
build outputs and Git metadata excluded. For each workload,
we measure initialization time, the delay from a file write to its
appearance in the recorded event count, rollback latency for
au oops –confirm, and resulting local store sizes. These
numbers are artifact-level measurements on one machine, not
universal performance claims.
Three observations matter. First, the artifact remains opera-
tionally small: the release binary is under 5 MiB, and even
the repo-shaped snapshot produces only sub-megabyte local
state in this short run. Second, write detection latency is
stable across the two workloads at roughly 160 ms on this
machine. Third, the recovery path remains fast relative to
human interaction time: the measured oops latency is 8–13
ms once the event history already exists. What this section
does not show is steady-state CPU overhead or behavior un-
der larger and more concurrent real-world workloads; those
remain next-step evaluation items.
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Figure 1: Synthetic-workload latency and footprint from the
local micro-evaluation harness.

4.3 Rollback Case Study
On the repo-snapshot workload, we also ran one explicit-
session rollback case using an attributed codex session. That
session modified three real project documents: README.md,
ARCHITECTURE.md, and PHILOSOPHY.md. A subsequent au
oops –confirm restored all three to their pre-session state,
and the probe confirmed that the injected marker text was
gone afterwards. This is still artifact-level evidence, not a
human study, but it shows the intended session rollback path
on real repository files rather than toy fixtures.

5 Related Work
5.1 Coding Agents and Developer Workflow Change
Recent work documents the way increasing AI automation
changes developer work patterns, including delegation bound-
aries between humans and models and the growing role of
coding agents in development workflows [2, 1]. AgentUndo
sits at the infrastructure layer beneath those studies: it is not
another agent, but a provenance and recovery substrate for
environments where agents already write code.

5.2 Attribution of Model-Generated Code
Attribution is emerging as an independent research problem
for model-generated code. Guo et al. study disentangled attri-
bution of LLM-generated code through code fingerprints [3].
That line of work asks “which model or generator likely pro-
duced this code?” AgentUndo instead asks “which local agent
session wrote this file or line in this repository?” The former
is a post hoc inference problem; the latter is a systems-capture
problem. They are complementary.

5.3 Provenance and Time-Travel Systems
The provenance community has long studied system-level
capture and query layers. Story Book demonstrated an ex-
tensible provenance framework for recording and querying
execution history [5]. Pasquier et al. presented practical
whole-system provenance capture with CamFlow, empha-
sizing usable system-level provenance collection [4]. Agen-
tUndo borrows the mindset that capture should be a reusable
substrate, but scopes it to the developer workstation and to
project file history rather than whole-system causal graphs.
Time-travel debugging provides another useful analogy. Thiede
et al. propose an object-centric time-travel debugger for navi-
gating recorded states over time [6]. AgentUndo shares that
temporal intuition, but targets repository file state rather than
runtime object state.
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6 Limitations and Future Work
The current prototype has several important limitations.

• Evaluation gap. The system does not yet provide measured
CPU, overhead under realistic long-running workloads.

• Attribution gap. Explicit hook-based attribution is strong
where implemented, but process heuristics remain best-
effort.

• Scope gap. The current artifact focuses on local files, not
terminal side effects, database mutations, network effects,
or remote agent actions.

• Human factors gap. We have not yet measured whether
developers prefer session-scoped rollback and blame com-
pared with editor-local recovery.

The next evaluation phase should include:

1. microbenchmarks for watcher overhead and snapshot la-
tency,

2. storage-growth experiments under realistic edit bursts,
3. attribution-accuracy tests across multiple editors and

agents,
4. a small user study or field deployment with real coding

sessions,
5. failure-mode analysis for concurrent writes and out-of-

band edits.

7 Conclusion
AI coding agents create a new class of local state-management
problem: the system must preserve a history of agent action
even when no human commit boundary exists yet. AgentUndo
is a concrete response to that shift. It treats agents as processes
that deserve continuous capture, explicit attribution, and
reversible rollback. The current artifact is best understood not
as a finished product or finished evaluation, but as a working
prototype of a new systems layer. In that sense, the central
claim of this paper is modest but important: source control
is no longer enough by itself; agentic software engineering
needs a provenance-and-rollback substrate of its own.

References
[1] Shyam Agarwal, Hao He, and Bogdan Vasilescu. Ai

ides or autonomous agents? measuring the impact of
coding agents on software development. arXiv preprint
arXiv:2601.13597, 2026.

[2] Valerie Chen, Ameet Talwalkar, Robert Brennan, and
Graham Neubig. Code with me or for me? how increasing
ai automation transforms developer workflows. arXiv
preprint arXiv:2507.08149, 2025.

[3] Jiaxun Guo, Ziyuan Yang, Mengyu Sun, Hui Wang,
Jingfeng Lu, and Yi Zhang. Code fingerprints: Disentan-
gled attribution of llm-generated code. arXiv preprint
arXiv:2603.04212, 2026.

[4] Thomas Pasquier, Xueyuan Han, Mark Goldstein,
Thomas Moyer, David Eyers, Margo Seltzer, and Jean
Bacon. Practical whole-system provenance capture. In
Proceedings of the ACM Symposium on Cloud Comput-
ing, 2017.

[5] Richard Spillane, Russell Sears, Chandra Yalamanchili,
Sanket Gaikwad, Madhusudhan Chinni, and Erez Zadok.
Story book: An efficient extensible provenance frame-
work. In Proceedings of the 1st USENIX Workshop on
the Theory and Practice of Provenance, 2009.

[6] Christoph Thiede, Marcel Taeumel, and Robert
Hirschfeld. Object-centric time-travel debugging: Ex-
ploring traces of objects. In Companion Proceedings of
the 7th International Conference on the Art, Science, and
Engineering of Programming, 2023.

4


	Introduction
	Problem Statement
	Why Existing Recovery Layers Are Insufficient
	Design Goal

	System Design
	Overview
	Continuous Capture
	Attribution
	Rollback Semantics
	Line-Level Blame

	Prototype Status and Evidence
	Artifact Snapshot
	Micro-Evaluation
	Rollback Case Study

	Related Work
	Coding Agents and Developer Workflow Change
	Attribution of Model-Generated Code
	Provenance and Time-Travel Systems

	Limitations and Future Work
	Conclusion

